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Executive	
  Summary	
  
The Carter Center was invited to observe the Internet voting trials of the Norwegian 
Parliamentary Elections of 2013.   In response to the invitation, the Center decided to 
deploy a one-person Expert Study Mission in close coordination with a separate mission 
deployed by the Organization for Security and Cooperation in Europe/ Office for 
Democratic Institutions and Human Rights (OSCE/ODIHR).1  As part of this 
collaboration, the Carter Center’s expert participated in several joint meetings organized 
by ODIHR with election officials during the months of July and September.  
 
Internet voting continues to be controversial both within and beyond Norway. With the 
“I-voting” trials of 2011 and 2013, the Kingdom of Norway joined a small group of 
countries (including Switzerland, Canada, and Estonia) that have allowed binding votes 
submitted via the Internet.  Advocates argue that they enfranchise citizens with heretofore 
less access on Election Day, including the disabled, the elderly, expatriates, and military 
members serving abroad.  In addition, some have also argued that Internet voting may 
increase political participation among apathetic and younger voting demographics.2  
Critics of Internet voting on the other hand believe both the insecurity of the technology 

                                                
* A version of this report was issued on 18 February 2014; this final version includes small corrections and 
clarifications. 
1 OSCE/ODIHR, “Norway - Parliamentary Elections 9 September 2013 - OSCE/ODIHR Election 
Assessment Mission Final Report,” December 16, 2013. 
2 Although recent research in Switzerland shows this may not be the case, Alexander Trechsel and Urs 
Gasser, “Casting Votes on the Internet,” Harvard International Review, April 17, 2013, 
http://hir.harvard.edu/the-future-of-democracy/casting-votes-on-the-internet. 
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Center expert participated in joint meetings with the Ministry and other election 
representatives, both Carter Center and OSCE/ODIHR organizations maintained 
institutional independence in their assessments and report writing.  The contents and 
analysis of this report belong to the Carter Center alone. 
 

This report contains the following sections: 

Abbreviations ...................................................................................................................... 4)

Context: the Electorate and the System .............................................................................. 5)
Obligations for democratic elections and Norway’s legal framework ........................................ 5)
Explanation of the I-voting System .............................................................................................. 9)
A little more in depth: End-to-End Verifiability (“E2E”) ......................................................... 16)

In practice: vulnerabilities and implementation ................................................................ 18)
Potential vulnerabilities ............................................................................................................. 18)
Problems encountered in practice: printing and cryptography ................................................. 20)
Unpacking the problem .............................................................................................................. 21)

Challenges and Reflections ............................................................................................... 22)
Integrity versus Secrecy ............................................................................................................. 23)
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Context:	
  the	
  Electorate	
  and	
  the	
  System	
  
Before addressing the 
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For the purposes of the 2013 Internet trials, the Ministry also laid down additional 
specific regulations to supplement the Election Act.  The “Regulations Relating to Trial 
Internet Voting During Advance Voting and Use of Electronic Electoral Rolls at Polling 
Stations on Election Day During the 2013 Parliamentary Election in Selected 
Municipalities” outlined requirements, relevant electoral bodies, and specific details 
related to how decryption should take place.8  First and foremost among the principles in 
the Regulations is that Internet voting is only a supplement to paper ballot voting; another 
way of understanding this is that in Norway, Internet voting is not designed to “work” 
without the standard voting system in place. 
 
These more specific regulations reflected and incorporated key aspects of the Council of 
Europe’s 2004 Recommendation on legal, operational, and technical e-voting 
[Recommendation 2004(11)].  Because Norway’s regulations took little exception to the 
Recommendation, a number of its important guidelines have special relevance with 
regard to areas like secrecy of the ballot and election observation:      

10. The way in which voters are guided through the e-voting process shall be such as to 
prevent their voting precipitately or without reflection […] 
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Recommendation 2004(11), numerous academic papers, and the Carter Center’s 
Handbook on Observing Electronic Voting.10 
 
Postal voting is covered in §8 of the Election Act, which establishes a high bar for 
invalidating a vote.11 Typically, while abroad, a voter would request the appropriate ballot 
and envelope from the nearest embassy and then mail it in.  However there are no real 
procedures with regards to the checking of stamps, and in the end, one can still submit a 
ballot using one’s own paper/envelope.12  In general, it should be noted that the numbers 
of postal votes are very low, and that in Norway because postal voting fraud is considered 
to be a negligible threat, it does not require much consideration. 

Context:	
  2013	
  Parliamentary	
  Elections	
  Snapshot	
  
Overall, approximately 3.6 million Norwegians were eligible to vote for the 2013 
parliamentary elections.  30 percent of this electorate were 60-years-old and above, while 
18- to 19-year-olds (first-time voters) made up 3.4 percent.   In addition, the number of 
immigrant and second-generation immigrant voters increased to 5.9 percent of the total, 
up from 3.6 percent in 2005.13   
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  Plenary	
  Session	
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This election saw an increase in participation compared to the 2011 local elections: in 
2011, 64.5 percent of those eligible cast their votes while 78.2 percent turned out in 
2013.14   
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Explanation	
  of	
  the	
  I-­‐voting	
  System17	
  

Building upon logic used in previous I-voting elections (such as in 2005 Estonia) and 
academic research, Norway’s I-voting system involved cryptography and voter self-
verification to secure the system against external tampering.18  A joint project between 
Norway’s Ministry of Local Government and Regional Development (Kommunal- og 
Regionaldepartementet or KRD) and the Spanish-based corporation Scytl, the system 
tried to ensure vote integrity
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1) Voters would be able to gain enough of a sufficient receipt – some level of 

verification to show that their vote was cast as intended, but not exact copies of 
their ballots.  Providing an exact copy of the ballot, which would have conflicted 
with CoE Recommendation 2004 (11) nr. 51 that a “remote e-voting system shall 
not enable the voter to be in possession of a proof of the content of the vote cast,” 
is problematic for maintaining secrecy of the ballot. 

2) Through encryption, the vote and its receipt were never available in the system as 
plain text. 

3) The encryptions resulted from algorithms that were employed across a distributed 
architecture of servers and server ownership designed with a “separation of duty” 
protocol.  No single server/function was supposed to have direct access to the 
relationship among voter, party ballots, and votes cast. 

4) To reduce the chances of vote buying or coercion, the system implemented repeat 
voting as described above.  

5) But because of repeat voting, linkages between voter and votes cast had to exist 
until the official election; so, as soon as possible, links between vote and voter 
would be dissolved on servers and using software that would sufficiently “mix” 
the results. 

6) In addition, as soon as the Internet voting phase was completed, the electronic 
ballot box was to be taken offline and handled on an airgapped server (one 
without Internet connection and therefore not susceptible to outside attack during 
this phase). 

 

 
Figure 2 - Verification chain for Internet voting, provided by KRD.20 

In order to implement these steps, Norway has worked since 2011 in close collaboration 
with the academic community, inviting members to analyze the system and to publish 
mathematical proofs related to its security and functioning. 
                                                
20 Christian Bull, “Safety First!  Verifiability in the Norwegian E-Voting System” (presented at the Seminar 
on Internet Voting, Oslo, Norway, September 8, 2013). 
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The system was clearly complex.  As a result, many significant parts to the process 
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taken together, would create the decryption key.22  The smartcards – as well as the servers 
important to this process -- were set up and generated during Phase II. 
 
Finally, the IEC subcontracted Quality AS, a consulting firm with electoral, 
technological, and mathematical expertise to conduct various checks with regards to 
secrecy of the vote.  In the invitation to tender, IEC sought external confirmation of the 
following: 

• the destruction of information regarding the interpretation of the return codes 
post-printing. 

• the secure handling of cryptographic keys, 
• and a verification of the Internet voting system by an independent third party 

through mathematical proof application.23 
 
 
Phase III: Internet Voting Phase 
Internet voting took place from 12 August to 6 September.  When ready to vote, the voter 
accessed a Javascript-based voting website (evalg.stat.no) from the browser of their 
choice.  After confirming that computer and browser setup was sufficient to run the 
program, the voter was presented with the option of using one of several existing 
authentication services to confirm their identity (banking, smartcard, or the government 
MinID issued service).  The idea behind this authentication step was that because these 
services provide access to highly sensitive information, it reduced the likelihood that one 
would want to voluntarily share these passwords with any other person.   
 
The Norwegian parliamentary electoral system is open list proportional representation.  
Voters choose a party list, which has a ranked order of candidates; the higher the rank of 
the candidate, the more likely they will win a seat.  Seats per party are awarded 
proportionally according to a modified Sainte-Laguë distribution method.  Voters are 
permitted to propose a reordering of the candidates – in order to express their preference 
for specific representatives.  However, unless their reordering is matched by more than 
50 percent of those who also voted for the same list, a different candidate ranking is 
unlikely.  The Internet voting program allowed for voters to easily opt for the party list of 
their choice as well as to rank or to delete candidates from the list. 
As the following graphic shows, once the voter’s ballot was submitted, then the choice 
was accepted in the Vote Collection Server (VCS).  Two things happened at that point 
from the voter’s perspective:  

• she received a SMS that should have helped her verify that her vote was cast as 
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To make this work, upon submitting her vote, the voter also received an invitation to 
participate in additional verification.  Although the vote was
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repository’s files and 
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Phase IV: Final Election Phase 
As the Internet voting came to a close on 6 September in advance of the actual Election 
Day (9 September), several steps took place.  These next steps, on separate airgapped 
servers, included: 

• Cleansing: a process to ensure that only the last Internet vote per voter would be 
counted during advance voting, and then only one vote per voter for the entire 
election would be counted: any paper ballots cast during the advance voting 
period or election day would override the Internet vote. 

• Mixing: a process to destroy 
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Though Norway’s Regulations did not specifically require the implementation of an E2E 
system, they clearly required E2E aspects like ballot casting assurance through the return 
code SMS.28 
 
Although systems like Ben Adida’s HELIOS – a recognized standard in Internet voting 
verifiability but importantly, explicitly not intended for binding country elections – are 
designed accordingly, it is not clear that an E2E system necessarily possesses all three 
hallmarks.  At least in practice, it is an open question as to what degree the average 
citizen should be able to audit or verify aspects of an Internet-voting process.29   
 
The Norwegian I-voting team did not attempt to make every part of the chain one that 
average voters would be able to audit or verify.  Instead, they created a hybrid model 
where individual and proxy verification were both in play.  Earlier parts of the process 
involved individual actions; checking the SMS return code or the hash signatures were, 
according to design, processes in which voters can themselves verify information.  With 
this verification, they might have Ballot Casting Assurance that their vote was cast as 
intended and stored as cast.  At the same time, the receipt was not sufficient to be used as 
a recount mechanism or as proof to a vote buyer or coercer  (since a voter can vote 
multiple times, there is no telling when a receipt is truly final).  When it came to the final 
mix and count of electronic votes, or the latter half of the E2E chain, the Norwegian case 
relied on an interesting form of proxy verification.  One of the ways that Quality AS, the 
consulting firm with electoral and technological expertise commissioned by the Internet 
Election Committee, verified the integrity of the vote was through mathematical zero 
knowledge proofs. 

                                                
28 Kommunal- og Regionaldepartementet, FOR 2013-06-19 Nr 669, §5. 
29 The absence of universal verifiability is a problem fundamental to computer-based election systems, but 
electronic systems are not uncommon; the issue of trust is reflected on later in this report. 
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Zero knowledge proofs are black-
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were printed on the other side.   This very paper therefore physically linked voter and 
vote cast.   Without the printing process being handled in a way to prevent the viewing or 
linking of those two sides of paper, the advantage (and the work) of having separation of 
duty such as separate servers with encryptions could be lost. 
 
During the 2011 trials, the Ministry set a high bar in order to protect against this 
possibility: two different machines were set up to handle the printing of the cards.  The 
first printer printed the return codes associated with a random identifier.  Then the second 
printer interpreted the random identifier and printed voter information on the other side of 
the card.  Unfortunately, as documented during the 2011 trials, there were errors and 
mismatches in this printing process that pointed to the need for better design, testing, and 
implementation.30   
 
For 2013, they decided to simplify everything by printing from a single printer that would 
automatically fold the cards, thus hiding the connection between voter and codes from 
view.   How this plan fared is discussed in the next section.  
 
Another small vulnerability in the system existed simply through the receipt of the cards 
themselves.  Members of the same household, for example, would easily be able to 
intercept another’s mail and in theory be able to verify votes cast for a given party, 
thereby enabling coercion.  However, the return code card was only meaningful with 
access to the voter’s SMS messages; the vulnerability is limited by the difficulty of 
having access to the voter’s mobile phone.  In addition, constant access would have been 
necessary, as another, later vote and SMS could cancel out any earlier submissions – not 
to mention the fact of paper voting in polling snc
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The IEC was informed of the encryption problem on Tuesday 3 September.  The I-voting 
team immediately fixed the code that evening, added additional encryption, and severely 
limited access to relevant servers.  The suggestion to continue with Internet voting with 
the extra security measures was presented to the IEC, which was informed on Wednesday 
4 September that they had until the morning of the next day to decide what to do.  
 
During this period, Raddum communicated concerns about this solution via email first to 
the chair of the committee, and then when it became clear that decisions to move forward 
were about to be made, also with the broader group.  From the standpoint of a 
cryptographer, he explained that the votes were practically unencrypted and endangered 
the secrecy of the vote, the specific purview of the IEC.   From his perspective, he would 
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especially rapid – will result in overlooked critical bugs, which is why rules of thumb 
exist to estimate the likely number of coding errors per lines of code.  Hence, stable code 
is necessary for adequate regression testing and review.  The overall rapid development 
practice may have reflected a decision that the venture should be considered a “true pilot” 
– one in which the boundaries of Internet voting should be pushed and tried.  Though 
there is tension between a true pilot and the requirem
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observation, the relationship between testing, software development, and verification 
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coordinated effort to manipulate, alter, or coerce either the votes will have negligible 
impact.46  Internet voting possibilities, should they be opened to a large proportion of the 
population – large enough to impact election day results – and should they no longer be 
seen as a supplement to voting, should require a thorough 
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With regards to coercion, the argument is two-fold: that a victim of coercion has many 
opportunities to escape an oppressive context and re-vote and that, in any case, the impact 
of any real coercion will not be significant enough upon the final result – thereby perhaps 
lessening the attractiveness of the option for coercers. 
 
This system may mitigate against vote buying, but there is a significant problem with the 
assumptions regarding repeat voting and coercion.  Electoral system expert Kåre Vollan 
has addressed the possibilities of paternalistic family structure and group pressure upon 
Internet voting.  In addition to outright coercion, Vollan attempted to address the subtler 
problem of influence: in a non-secret, non-individual context – which Internet voting in 
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notes that coercion “generally disables (or threatens to disable) its target from being able 
to take effective countermeasures, or renders him unlikely to succeed or dangerously 
imprudent.”52  It does this because the coercion is part of a relationship between more 
powerful and less powerful persons, where assessing the costs of behaving outside the 
sensed will of the more powerful begins to enter the realm of the psychological and not 
entirely conscious desires.53 
 
Put more concretely, if a person is in a position of power over someone, enough to have 
access to their MinID or look over their shoulder and force a particular vote, then it is not 
necessarily the case that repeat voting provides a real option to a coerced voter.   
 
To be sure, given this situation, it may be the case that this kind of relationship – this kind 
of coercion – can also affect actions within the polling booth.54  But, Anderson’s main 
point, which is not concerned with electoral law in particular, has to do with the 
protections that public spaces are supposed to afford: “a state's authority depends on its 
ability to monopolize and regulate coercion among its subjects, because individuals need 
protection and stability against unpredictable, private uses of such power.”55 
 
Allowing Internet voting not only increasepowesad 
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Trust	
  in	
  a	
  complex	
  world	
  	
  

When it comes to Internet voting, in the end, trust is required.   Even with various levels 
of verifiability, there is a level of trust that must ultimately be present for any electronic 
voting system to work.58  For example, although voters received their Return Codes via 
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sophisticated conspiracy could manufacture or rewrite Internet votes, including processes 
such as always using new USB drives for ballot box data transfer to requiring multiple 
key holders for decryption.  However, security hinges on specific preconditions or 
processes happening in a certain and consistent order or way.  Because the secure 
implementation of technical systems are dependent upon a number of factors, well-
documented procedures are critical to enabling adequate reflection about possible system 
weaknesses. 

The	
  Role	
  of	
  Observation	
  	
  
 
What exactly is possible for an election observation team to accomplish when it com
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development stage – something that will need to be taken into account for Internet voting 
observation development. 
 
For the most part, Vollan outlines what he believes are the responsibilities of Electoral 
Management Bodies (EMBs) and not observers.  He is right to point out that an 
observation mission cannot fully verify nor validate the system, and certainly not certify 
it.  For observers, he stresses a role of review and audit around processes and some 
amount of verification.  In his opinion,  “The observer mission may, however, do very 
useful checks on both the process of acquisition, the overall functionality of the system, 
and the electoral process based on audit trails.67  
 
But does this mean that observers cannot validate any I- (or E-) voting?  Consider paper 
voting contexts, where in fact, observation includes components of validation in addition 
to review, audit, and verification. At the individual observer level, the election-day 
procedures themselves are certainly being evaluated when observers use checklists or 
questionnaires.  For this purpose, references to ISO 9001 or even CMMI – examples of 
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understanding the assumptions that have gone into each step of the process, we cannot 
understand the implications of any decision in isolation.   
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also offer ways of addressing deficiencies in particular country contexts that outweigh 
concerns.  For example, considering the ways that electronic voting technologies have 
provided trust for Indian or Brazilian citizens, perhaps there is an Internet corollary. 
 
Is Internet voting observable in a meaningful way?   Based on the experience in Norway, 
the answer to this question is: yes, so long as adequate conditions and access have been 
provided.  However, the requirements and conclusions from an Internet voting 
observation will be different from a paper-based election.  What this report first stresses 
are important commonalities.  Based on international obligations such as participation in 
political affairs or access to information, observation is derived from the citizen’s right to 
confirm the integrity of the entire election framework and process.    Over the last 15 to 
20 years, election observation has developed into a professionalized practice that 
incorporates a wide range of legal and other technical areas of expertise.  Any 
observation mission will encompass aspects of validation and verification, but it cannot 
serve as a complete validation or verification of the entire electoral process itself  – 
whether paper- or computer-based. 

Considerations	
  and	
  recommendations	
  

For Internet voting, challenges emerged in particular regarding two key obligations: 
• Secret Ballot – was a voter’s right to anonymity preserved during the entire 

process and afterwards? 
• Equal Suffrage – was one and only one vote counted per eligible voter, or did 

each vote have equal weight? 
This has translated into two aspects of keen focus for votes cast over the Internet: secrecy 
and integrity of the vote. 
 
As Internet voting moves forward, there are several points and recommendations to 
consider for electoral management bodies such as the KRD and for observation 
organizations such as the Carter Center.  
 
Documentation regarding the system and procedures needs to be made available as 
soon as possible and maintained throughout the process.   First and foremost, in order 
to be observable 
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software verification, creating confidence in them through education, and encouraging 
vendors to submit to them are activities in which a variety of election stakeholders 
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